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Tips, house rules, and warnings

!

Turn off your video

"

Mute your mic

#

Questions or comments?  
Raise your hand

$

This might get spooky  
If that’s not your thing, I won’t 

be offended if you leave!

There may be barking  
Temporarily out of chicken 

treats. I am sorry.
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Agenda
1. What’s a dark pattern? 

2. Psychology behind dark patterns 

3. Types of dark patterns 

4. Spot the dark pattern 

5. Wrap-Up
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WHAT’S A WHAT’S A 

dark pattern?
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Design tricks that get users to do things  
they didn’t mean to do, usually through 

psychological manipulation.
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Three elements of dark patterns
1. Intentional — see Hanlon’s Razor 

2. Tricks the user to do something they 
otherwise wouldn’t do 

3. Benefits the designer and/or affiliates 
more than the user
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WHAT’S A A QUICK REVIEW OF (SPOILER-FREE) 

horroristics
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Visibility of system status

Hush, 2016
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Match between system and real world
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Consistency and standard

Us, 2019
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User control and freedom

Saw, 2004
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Error prevention

Warrens’ Occult Museum
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Recognition over recall

Birdbox, 2018
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Flexibility and efficiency of use

Cube, 1997
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Aesthetic and minimalist design

A Nightmare on Elm Street, 1984
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Help users recognize, diagnose, and recover from errors

Cabin Fever, 2002
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Help and documentation

Get Out, 2017
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ANY QUESTIONS?
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Psychology behind dark patterns
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Frustration
1. Internal and external 

2. Can be positive or negative 

3. Tolerance

PSYCHOLOGY BEHIND DARK PATTERNS
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Title Text
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Cognitive Load
1. Intrinsic 

2. Extraneous 

3. Germane 

4. Everyone has their own limits

PSYCHOLOGY BEHIND DARK PATTERNS
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Pattern Recognition
1. We do this a lot! 

2. We also see patterns that don’t exist (apophenia)

PSYCHOLOGY BEHIND DARK PATTERNS
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Peer Pressure
1. Active 

   “Put your seatbelt on.” 

2. Passive 
   (Everyone else has their seatbelt on so I should too)

PSYCHOLOGY BEHIND DARK PATTERNS
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Scarcity
1. Shorter supply = more value 

2. “Perceived value”

PSYCHOLOGY BEHIND DARK PATTERNS
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Negative Emotions
1. Shame 

2. Guilt 

3. Both are used against us in dark patterns

PSYCHOLOGY BEHIND DARK PATTERNS
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Center Stage Effect
1. If given a number of choices, we tend to prefer the one in the middle

PSYCHOLOGY BEHIND DARK PATTERNS
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Types of dark patterns
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Trick Questions
Answering a question that tricks you into giving an answer you didn't intend.  
When glanced at quickly the question appears to ask one thing…but when 
read carefully it asks another thing entirely. 

TYPES OF DARK PATTERNS
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Sneak Into Basket
Sneaking an additional item into your basket, often through the use of an 
opt-out radio button or checkbox on a prior page. 

TYPES OF DARK PATTERNS
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Roach Motel
You get into a situation very easily, but then you find it is hard to get out 
of it (e.g. a premium subscription). 

TYPES OF DARK PATTERNS
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Privacy Zuckering
Publicly sharing more information about yourself than you really 
intended to.  
Named after Facebook CEO Mark Zuckerberg. 

TYPES OF DARK PATTERNS
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Price Comparison Prevention
Making it difficult to compare the price of an item with another item, so 
you can’t make an informed decision. 

TYPES OF DARK PATTERNS
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Misdirection
The design purposefully focuses your attention on one thing in order to 
distract you attention from another. 

TYPES OF DARK PATTERNS
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Hidden Costs
You get to the last step of the checkout process, only to discover some 
unexpected charges have appeared, e.g. delivery charges, tax, etc. 

TYPES OF DARK PATTERNS
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Bait and Switch
You set out to do one thing, but a different, undesirable thing happens 
instead. 

TYPES OF DARK PATTERNS



[INTERNAL SEI USE ONLY] DM-PRO REQUIRED.
Tricks Not Treats: UX Dark Patterns 
© 2020 Carnegie Mellon University 39

Confirmshaming
Guilting you into opting into something. The option to decline might be 
worded in such a way as to shame you into compliance. 

TYPES OF DARK PATTERNS
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Disguised Ads
Adverts that are disguised as other kinds of content or navigation, in 
order to get you to click on them. 

TYPES OF DARK PATTERNS
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Forced Continuity
When your free trial with a service comes to an end and your credit card 
silently starts getting charged without any warning.

TYPES OF DARK PATTERNS
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Friend Spam
Asking for your email or social media permissions under the pretense it 
will be used for a desirable outcome (e.g. finding friends). 

TYPES OF DARK PATTERNS
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WHY WOULDN’T YOU WANT TO BE 

e v i l ?

43
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Avoiding Dark Patterns
• If you’re setting out to make something user-friendly, this ain’t it. 

• Benefits business in the short term; hurts it in the long term. 

• But if you feel like being evil, go nuts.
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Where have you run into dark patterns?
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I WANNA PLAY A GAME… 

Spot the dark pattern.

46
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THIS IS YOUR SPOILER ALERT/FINAL WARNING.

47
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Jigsaw (2017)
Which pattern(s) does the clip feature? 

A. Misdirection 

B. Privacy Zuckering 

C. Trick questions 

D. Confirmshaming 

E.  Disguised ads 

Need a cheat sheet? Visit http://url.sei.cmu.edu/darkux

Need a cheat sheet? Visit http://url.sei.cmu.edu/darkux

http://url.sei.cmu.edu/darkux
http://url.sei.cmu.edu/darkux
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Truth or Dare (2018)
Which pattern(s) does the clip feature? 

A. Sneak into basket 

B.  Hidden costs 

C. Friend spam 

D. Trick questions 

E.  Forced continuity 

Need a cheat sheet? Visit http://url.sei.cmu.edu/darkux

http://url.sei.cmu.edu/darkux
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The Grudge (2019)
Which pattern(s) does the clip feature? 

A. Roach motel 

B.  Price comparison prevention 

C. Hidden costs 

D. Sneak into basket 

E.  Trick questions 

Need a cheat sheet? Visit http://url.sei.cmu.edu/darkux

http://url.sei.cmu.edu/darkux
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It (2017)
Which pattern(s) does the clip feature? 

A. Confirmshaming 

B. Friend spam 

C. Roach motel 

D. Disguised ads 

E.  Forced continuity 

Need a cheat sheet? Visit http://url.sei.cmu.edu/darkux

http://url.sei.cmu.edu/darkux
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ANY QUESTIONS?
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Thank you!
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